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Agenda

� Risk Management
– What is most effective ways to reduce business risk?

– What do hackers say?

� Vulnerability Management & Policy Compliance� Vulnerability Management & Policy Compliance
– A Key to Security?

� QualysGuard & SaaS Model Benefits

� Q&A



Risk Management Process
How to treat risk?

Risk Treatment Techniques

� Risk Transference

� Risk Avoidance� Risk Avoidance

� Risk Acceptance / Tolerance

� Risk Mitigation / Reduction

* AS/NZS 4360:2004



Defining Risk & Risk Mitigation
What is most effective way to reduce risk?

Risk Mitigation Techniques

� Reduce Threats

� Reduce Vulnerabilities
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Need for Vulnerability Management

� Vulnerabilities on 
network are GOLD to 
cyber criminals:

– Provide unauthorized entry to 
networks

Sources of Vulnerabilities

� Programming errors
� Unintentional mistakes
� Intentional malware software
� Improper system configurations

– Can expose confidential information, 
fuel stolen identities, violate privacy 
laws, or paralyze operations

– Exposure is extreme for networks 
with vulnerable devices connected 
by IP

� Improper system configurations
� Remote users sidestepping 

perimeter security
� Rising attacks through viewing 

popular websites
� Flaws in algorithms
� etc.



Key to Security?
Fixing problems before bad guys find them…

Hacking Linux Exposed

“… the countermeasure that will 
protect you, should a hacker scan 
your machines with a scanner, is to your machines with a scanner, is to 
scan your own systems first.  

Make sure to address any problems
and then a scan by a hacker will 
give him no edge…”



Gartner’s View

Regulations
SOX, PCI, HIPAA 

Control Objectives
CobiT, ITIL, others

Controls
ISO 17799, NIST 800-53, others
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Difficult to implement and maintain with Enterprise Software



Security + Compliance 
Lifecycle Workflow

Under this new paradigm, a system is deemed out of compliance if it is: 

� Vulnerable to attacks
� Improperly configured
� In violation of internal policies or external regulations 



Security + Compliance 
Delivered as a Service

Bringing Security and Compliance Audits in a Single Solution,
Operationalising it and

Delivering it as a Service 

NO SOFTWARE TO INSTALL AND MAINTAIN



Discovery
Establishing the context

� Mapping
– Gives hacker’s eye view of 

you network

– Enables the detection of rogue 

devices (Shadow IT)devices (Shadow IT)



Asset Identification
Establishing the context

� Asset Prioritisation
– Some assets are more critical 

to business then others

– Criticality depends of business 

impact

� Asset Allocation
– Each asset should have an 

owner



Vulnerability Detection
Identifying risks

� Signature Classification
– Vulnerability Signatures
– Application Fingerprints
– Service Signatures
– Device / OS Fingerprints
– Configuration Signatures
– Compliance Signatures

� QualysGuard Timely
Signatures

– 725+   Devices/OS
– 250+   Remote Services
– 6400+ Vulnerability Signatures
– 950+ Vendors
– 2000+ Products



Scanning
Analysing risks

� Scanning:
– takes an “outside-in” and 

“inside-in” approach
– tests effectiveness of security 

policy and controls
– Provides tools for untrusted

and authenticated scanning

“With QualysGuard, we gained the ability 
to automatically scan everything we own 
for vulnerabilities. And it provides us with 
a documentation path for all servers 
including best security practices, 
vulnerability ranking and patches.”

Bureau Chief, Strategic IT

Florida Department of Health



Remediation
Treating risks

� Remediation
– Automatic ticket generation

– Audit trails / historical data

– Verification

– Integration

“In vulnerability management, it’s all 
about response time. Qualys’ 
remediation agent directly assigns tickets 
to fix things to my network technicians. 
The system then tracks those fixes.”

Director of Enterprise Security
Wescorp



Reporting
Communicate and consult

And Delivering it as a Service

Leveraging CobIT, ISO, ITIL and NIST Security & Compliance Frameworks

The Security + Compliance Conundrum



Technical Reporting
Communicate and consult

� Reporting:
– Distribution

– Notification

– Tailoring



Executive Reporting
Communicate and consult

� Reporting:
– Reporting by business units or 

asset groups

– Security trend over time

“If you can’t measure security, you can’t 
manage it. Qualys lets me measure and 
manage my network security. Their 
reports demonstrate ongoing security 
improvement in working with IT 
suppliers.”

Director of Global Information Security
ICI



Executive Reporting
Communicate and consult



Verification
Monitoring and reviewing

� Re-scanning:
– Verifies tickets

– Confirms compliance

“Before QualysGuard we had an ad hoc 
process; Qualys brought much stronger 
control and visibility into our processes. 
QualysGuard gives us the ability to 
detect our vulnerabilities across our 
network and really ensure that we have 
the level of security and compliance we 
need.”

Chief Information Protection Officer
CIGNA



QualysGuard Global Infrastructure
Security + Compliance

� Annual Volume of Scans: 200+ millions IP audit scans (maps and scans) with 7,000 scanner appliances  
in over 85 countries  with 6 Sigma scanning accuracy (less than 3.4 defects per million scans)

� The world's largest VM enterprise deployment at a Forbes Global 50 with 223 scanner  appliances 
deployed in 52 countries scanning 1 million IPs

End to End Security
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Financial Services ChemicalInsurance Financial Services

Portals/Internet Retail Technology Consulting



Qualys Strategic Partners
Global Partner Network

Media



QualysGuard Adoption
Managed Security Providers are partnering with Qualys

Additional MSSP Partners
(Not on Gartner’s Quadrant)

� Telus

� Tata

� LAC

� Wipro

� Fishnet



Benefits of Vulnerability Management

� Vulnerability management gives you control and 
visibility to manage your networks security 
effectively and document compliance

� Vulnerability management is PROACTIVE approach � Vulnerability management is PROACTIVE approach 
to security



Summary

� QualysGuard has become an integral part of the netw ork 
security fabric for large organizations, managed service 
providers and outsourcers.

� Qualys is also evolving to becoming a SaaS automated 3rd 
Party Security and Compliance Auditing Service.Party Security and Compliance Auditing Service.

� Our continuing challenge is to maintain focus on the 
Customer's current needs, continue delivering high quality 
and ease of use, while adding new services that add ress 
additional customers needs.



Q&A

Thank You
epranculis@qualys.com


